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Undergraduate Program for Cybersecurity Major
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Title of the Major: Cybersecurity Code: 080911TK
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BT L5511 Degree: Bachelor of Engineering
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This major is oriented towards the national strategy for cybersecurity needs, aiming to
cultivate high-quality talents with strong patriotism, solid professional foundation, broad
international vision, significant innovation awareness, and development potential. Graduates are
systematically equipped with theoretical foundations in cybersecurity, expertise in network and
system security, network content security, power industry control system security, and other
related cutting-edge fields. They possess strong capabilities in scientific research, engineering
practice, and system development. They are capable of engaging in cutting-edge technology
research and management in cybersecurity in important national departments, research institutes,
energy and power enterprises, and other related fields.
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Achievements in career and profession that students can reach around 5 years after
graduation:

(1)Possessing a high level of humanistic and social science literacy, social responsibility, and
professional ethics in engineering, having rich engineering experience, gaining in-depth
understanding of the security needs in professions and industries related to cybersecurity, and
being able to propose professional solutions;

(2)Having the ability to flexibly apply knowledge of mathematics, natural sciences, as well as
economics and management to solve complex engineering and technical problems in the field of
cybersecurity, and being able to serve as the management and technical backbone of relevant
projects;

(3)Demonstrating outstanding innovation ability, being able to deeply understand and
accurately evaluate the impact of engineering practice on the environment and social sustainable
development in the face of complex engineering problems, and being able to conduct the security
design and development of complex information systems in cyberspace under the comprehensive
consideration of national security, legal, and cultural engineering ethics factors;

(4)Being able to work and communicate in cross-functional, multidisciplinary engineering
practice teams, possessing the ability to manage work teams and coordinate project activities,
being able to organize work plans and effectively implement them;

(5)Having the ability for lifelong learning, being able to cope with challenges in scientific
and technological development, mastering emerging technologies, possessing the concept of
sustainable development and an international perspective, and being able to smoothly engage in
cross-cultural communication and cooperation;

(6)Successfully entering employment in fields related to security such as computer science
and technology, cybersecurity, energy and power, and electronic information, or pursuing master's

and doctoral studies.
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Students in this major mainly study professional knowledge of cybersecurity and receive
basic training in scientific research and applications in the field of cybersecurity. Upon graduation,
they should acquire the following knowledge and abilities:

(1) Engineering Knowledge: Being able to apply mathematics, natural sciences, engineering

fundamentals, and professional knowledge to solve complex engineering problems in the field of



cybersecurity.

(2) Problem Analysis: Being able to identify, express, and analyze complex engineering
problems in network systems and energy-related fields through literature research, using basic
principles of mathematics, natural sciences, and engineering sciences to obtain effective
conclusions.

(3) Design/Development of Solutions: Being able to design solutions for complex
engineering problems, design cybersecurity systems that meet specific requirements, and
demonstrate innovation consciousness in the design process, considering factors such as social,
health, safety, legal, cultural, and environmental aspects.

(4) Research: Being able to conduct research on complex engineering problems in the fields
of cybersecurity and energy by applying scientific principles and using scientific methods,
including designing experiments, analyzing and interpreting data, and drawing reasonable and
effective conclusions through information synthesis.

(5) Use of Modern Tools: Being able to develop, select, and use appropriate technologies,
resources, modern engineering tools, and information technology tools for complex engineering
problems, including prediction and simulation of complex engineering problems in the field of
cybersecurity, and understanding their limitations.

(6) Engineering and Society: Being able to analyze and evaluate the impact of professional
engineering practice and solutions to complex engineering problems on society, health, safety, law,
and culture based on engineering-related background knowledge, and understanding the
responsibilities to be assumed.

(7) Environment and Sustainable Development: Being able to understand and evaluate the
impact of engineering practice on the environment and social sustainable development for
complex engineering problems.

(8) Professional Ethics: Having humanistic and social science literacy, social responsibility,
being able to understand and abide by engineering professional ethics and norms, and fulfill
responsibilities in engineering practice.

(9) Individual and Team: Being able to take on roles as individuals, team members, or leaders
in teams with multidisciplinary backgrounds.

(10) Communication: Being able to effectively communicate and interact with industry peers
and the public on complex engineering problems in the fields of cybersecurity and energy,
including writing reports and designing presentations, making clear statements, having a certain
international perspective, and being able to communicate and interact in a cross-cultural context.

(11) Project Management: Understanding and mastering the principles of engineering



management and economic decision-making methods, and being able to apply them in a
multidisciplinary environment.
(12) Lifelong Learning: Having awareness of independent learning and lifelong learning,

and having the ability to continuously learn and adapt to developments.
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Total of 43 credits for required practice training, accounting for 24.86% of the total credits,
including: 33 credits for Intensive practice, 5 credits for practice credits of extra-curricular, 4
credits for basis of discipline and basis of major, 1 credit for experiment and computer practice in

basis of discipline, basis of major, and required courses of major.
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Fundamentals of Information Security Mathematics, Computer Networks, Information

Theory and Coding, Modern Cryptography, Network Security, Introduction to Cybersecurity,

Network Attack and Defense, Information Security Engineering and Management, Power

Industridal Control System Security, Digital Content Security,
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Elective courses are divided into 3 parts: major courses, general education courses, other
major courses. The total elective credits are not less than 20 credits total credits, and the total
courses including major courses and other major courses are not less than 12 credits total credits.

Students can choose courses according to their own situation and interests.

1. E A 4ig iR E Major field courses
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Major field courses aim to develop students' skills and advanced knowledge of
comprehensive analysis, processing (research, design) problems in a certain field of the major.

Elective courses in this field are shown in the following table.
2. EfbEARFE Other major courses
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In order to cultivate compound talents, students should be encouraged to cross major elective

courses. Students can take any courses offered by our university.

3. IR BiFFE General education curriculum
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General education curriculum includes humanities and social sciences, language
communication, culture and art, science and technology, economic management, innovation and
entrepreneurship modules. Students choose from general education courses offered by the
university. The courses “Introduction to environmental protection and sustainable society” and

“Engineering Project Management” are suggested to be selected.
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Table of Teaching Schedule for Elective Course and Teaching Plan
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The total credits of elective courses should not be less than 20 credits. Among them, the course credits in Group 1 shall not be less than 12

credits.

EBRIEREZE D : Recommendations for electives
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1. Second and third semesters: It is recommended to select 1-2 courses in General Education
Electives every semester.

2. Fourth, fifth, sixth, seventh, and eighth semesters: It is recommended to choose 1-3 courses
from each part of electives each semester; you can also select Interdisciplinary Electives based on

personal interests.
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Undergraduate Program for the Cybersecurity Major
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